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PRIVACY POLICY

This Privacy Policy describes how STI Group (hereinafter -
the Company) collects and uses information through its site
groupsti.pro or any other sites operated by the Company.
The Company is committed to safeguarding any
information it collects, uses and holds about its clients. The
Company recommends to get acquainted with the Policy
before sign-up in the Trader’s Room. If the Client has any
enquiries regarding the Privacy Policy, they can get into
touch with the Company using the contacts on the Company
website.

Date of the latest update: 05.12.2017

1. THE CLIENT’S PERSONAL DATA

1.1. In order to open an account with the Company, the
Client completes and submits an application form. While
the registration process the Client agrees to provide their
personal data and copies of verifying documents.

1.2. The personal data provided by the Client may include:
1.2.1. Personal information provided in applications and
other forms: name, surname, address, date of birth, passport
details, occupation, position;

1.2.2. Financial information, i.e. investment experience of
the Client;

1.2.3. Identification documents: scanned copies of passport,
utility bill, bank reference;

1.2.4. Payment documents: transfer orders, bank statements,

copies of credit/debit card, screenshots etc.

1.2.5. Credit/debit card details
depositing/withdrawing funds via credit/debit card).

(when

1.3. The Company requests the personal information in
order to identify and verify the Client and to comply with
the relevant rules and regulations. This information may
also be used by the Company to inform the Client regarding
its service.

1.4. The Company asks the individuals under the age of 18
years to opt out of the registration and using provided by the
Company service. The Company deems the privacy of the
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MMOJIUTUKA KOHOUJEHIIUAJIBHOCTHN

B nannoii [Tomutnke m3naraercs, kak STI Group (manee —
«Komnanns») cobupaeT ¥ HCHONB3yeT HHGPOPMAIHIO
MTOCPENICTBOM CBOETO CaiTa groupsti.pro, a Taxke IPYyTrux
CalTOB, KOTOpblE HaxomATcs B BeaeHuu KomnaHuw.
Komnanus MPUICPKUBACTCS MPUHITUIIA 3aIUTHI
“HpOpPMAIUK O CBOMX KJIHEHTaX, KOTOPYI0 OHa coOHpaer,
HCTIONIL3YET U XpaHUT. [IpocuM Bac 03HAKOMHUTBHCS C TAHHOM
TlomuTukoi KOH(pUICHIIMATBHOCTH hite} MOMEHTa
peructparyu B Jluunom kabunere. Ecim y Knwmenta ecth
BONPOCHI KacaTelbHO [loNMuTHKN KOH(OUICHINAIEHOCTH, OH
MOXeET cBs3aTbcsi ¢ Komnanuel, HCIonb3yss KOHTAKTHI,
YyKa3aHHbIE Ha calite Komnanuu.

Jara mocnennero oonosiaeHus: 05.12.2017

1. HIEPCOHAJIBHBIE JAHHBIE, INOJYYAEMbIE
OT KJIMEHTA

1.1. Ins toro, 4to0bl OTKpHITH cueT B Kommnanuu, Kiuenty
HEOOXOAMMO 3alloJHUTh (OPMY PErucTpalii M IOJaTh
3agBKy. Bo Bpems peructpaunu KnumeHt -cormamaercs
NIPEAOCTaBUTh  MEPCOHATBHBIE  JaHHBIE M KOIHH
TIOJTBEPKIAIOIINX IOKyMEHTOB.

1.2. TlepcoHanbHble nAaHHBIE, Nodydaemble oT KiueHra,
MOTYT BKIIFOYATh!

1.2.1. Jlnuryro uHPOpMAaLHIO, KOTOpYIO KITHEeHT yKa3bIBaeT B
3asBJICHUSAX, aHKeTax M (opMmax sl OTKPBITHSA cueTa:
dbamunus, WMs, OTY4eCTBO (MOJHOCTHIO), amapec, aary
PO’KIEHUS, TAaCTIOPTHBIE JaHHBIE, POJI 3aHATHH U JOJDKHOCTB;
1.2.2. ®unaHcoBy0 HMH(OPMAIHIO, HAIPUMEDP, TAKyI0, Kak
MHBECTUIIMOHHEIHN onbIT Kitnenra;

1.2.3. JlokymMeHTBI, HEOOXOIWUMBbIC i1 HWACHTU(DUKAINU
Knmenra: ckaH-xomuuM Tmacmopra, cdeTa IO  OIulaTe
KOMMYHAJIBHBIX YCJIYT W/WITM BBINMCKY N3 OaHKa;

1.2.4. JIokyMeHTbI, IPEJOCTABICHHbIE JUISI MTOATBEPIKICHUS
NepeBOAa JICHEKHBIX CPEJCTB: IUIATE)KHBIC IOPYUYEHUS,

0aHKOBCKHME  BBIHCKH, KONHMH  IUIATE)KHOHM  KapThl,
CKPUHIIOTHI U T. 1.
1.2.5. [annHele 1aTexHod kapTel Kimenra (mpu

BHECCHUU/CHSITUU CPEIICTB C MMOMOIIBI0 OAHKOBCKOM KapThI).

1.3. KoMmanusi 3amnpanmBaeT nepcoHajIbHYI0 HHpOpMAINIO
KIIMEHTOB C LENBI0 MX WACHTH(HKAIWK W BepupHUKanuu B
COOTBETCTBHH C MPUHATHIMU HOPMaMH 1 NpaBuiiaMu. JlaHHas
nH}opManus MOXKET TaKKe HCIoIb30BaThesi Komnanuei st
npenocrasienns Kiimenty nadopmanum o CBOMX yciryrax.

1.4. Komnanwsi TMpOCHT JHI, HE JOCTUTIUX 18 e,
OTKa3aThCSl OT PETHCTPAlMM W TIOJB30BAHUS YCIyTaMH
Komnannu. Kommanust cuntaer 0ocoOEHHO BaXXHOH 3aIlIUTy
HEMPUKOCHOBEHHOCTU YaCTHOM JKU3HHM MAJIOJIETHUX JETEH U
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underage to be of great importance and thus does not collect
the information on the individuals under the age of 18 years.

2. INFORMATION COLLECTED FROM THE
CLIENT’S USE OF SERVICES

2.1. Tracking systems used on the Company’s website(s)
may collect additional Client’s data in order to optimize the
services provided there for clients. This data may include
information about the Client’s device, log information,
location information, cookies.

By receiving this information, the Company can provide the
Client with the most appropriate version of the website(s),
to track user action and therefore troubleshoot any issues
that may occur, improve the performance of the website(s),
improve the future advertising campaigns.

3. CONFIDENTIALITY OF THE CLIENT’S
PERSONAL DATA

3.1. The Company shall not disclose to a third party any of
its clients' confidential information unless:

3.1.1. it is required to do so by a regulatory authority of a
competent jurisdiction. In such circumstances, the
Company undertakes to officially inform the third party
about the confidential nature of the information.

3.1.2. conveyance of the information to third parties is
carried out for the sole purpose of processing the Client’s
trading and non-trading instructions. In this case the third
parties may be associated or affiliated companies, auditors,
agents (including payment agents),

banks or other authorized organizations or persons.

3.2. In the case when the Client’s personal data are collected
for some third party which is not the Company’s
contractor/service provider, the Company undertakes to
notify the Client about it, so that the Client can make a well-
founded decision about whether, or not, they agree to share
their information with that party.

4. COOKIES

4.1. A cookie is a small text file that is stored on a user's
computer for record-keeping purposes. The Company uses
cookies on its site(s). The Company does not link the
information stored in cookies to any personally identifiable
information the Clients may submit. The Company uses
both session ID cookies and persistent cookies. A session
ID cookie remains valid after the Client close browser.
Persistent cookies are stored on hard drive for an extended
period. Following the instructions in the help file of Internet
browser, the Client can remove permanent cookies. The
Company’s website uses permanent cookies for statistical
purposes. The use of persistent cookies also allows the
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HE coOupaeT MH(POPMALHUIO O JHUIAX, HE AOCTHrmux 18-
JICTHETO BO3pacTa.

2. AHOOPMAILUA O KJIMEHTE, COBUPAEMAS BO
BPEMA I1OJIB30BAHUSA YCIIYT'AMU KOMITAHUA

2.1. CucteMBl OTCIIC)KUBAHUS, HCIIONB3yeMbIe Ha caiiTe(ax)
KoMnanum Moryt coOuparh IOIOJIHUTENBHBIC ITAaHHBIE O
KinenTe ¢ 1enplo yiIydnieHus NpeaocTaBiIseMoro cepBuca.
OTH JaHHBIE MOTYT BKJIIOYATh MH(POPMAIHIO 00 yCTPOHCTBE
KinneHTa, O BBHINOJHAEMBIX KIMEHTOM OIEpalyiX, O
MecToHaxoxneHun Kimenra, cookie-aiinax.

Hannass uHpopmManms mnomoraer KommaHuu mnpepocTaBUTh

Knuenty  Hambomee  ynoOHyro  Bepcuio  caiita(oB),
OTCNIeKUBaTh JedcTBust KimeHTa wu, cienoBarenbHo,
YCTPaHsTh BO3HHUKAIOUIME OIIMOKH, COBEPIICHCTBOBATH

caifT(pl) 1 OyAyIIne peKIaMHbIe KaMIaHHH.

3. KOHOUJEHIIUAJIBHOCTD JIUYHBIX JAHHbIX
K/IMEHTA

3.1. KomnaHus o0si3yeTcst He pacKpblBaTh TPETHUM JIMLIAM
KOH(UACHIIMAIBHYI0 HH(GOPMAIMIO CBOUX KJIMEHTOB, 3a
UCKIIIOYEHHEM TeX CIydaeB, KOrja:

3.1.1. 3t0 TpebyeTrcd  KOHTPOJIMPYIOUIMM  OpPraHOM
HaJuiexkamed ropucnukiuu. IIpu Takux oO0CTOSTEIbCTBAX
Kommnanust o00s3yeTcss oduIMaIbHO COOOMIUTH TpeThel
CTOpOHE 0 KOHQUICHIHATLHOM XapaKkTepe HHPOPMaLUH;

3.1.2. mepenada nepcoHaNbHOM HHOOPMAIH TPETHUM JIUIIAM
MIPOUCXOIUT B LENAX OOpabOTKHM TOPTrOBBIX M HETOPTOBBIX
onepanuii Kimmenra. B manHOM ciydae TpeTbUMHM JHIIAMHU
MOTYT SIBJISIThCS JlouepHHe / adGUIMpOBaHHBIE KOMITAHHH,
0aHKH, ayJUTOPBI, areHTbl KoMmaHuu, BKIIIOYAast TUIATEKHBIX
areHTOB, WJIU JpYyTHE TOBEPEHHbIC OPTaHMU3AINH U JINIA.

3.2. Ecnmu mnuunele npaHHble KimeHta cobuparoTcs Uis
TPeTbeH CTOPOHBI, KOTOpAas HE SIBISETCS IOAPSIUUKOM /
noctaBukoM yciryr Kommnanwm, Kommanus o0s3yercs
yBeJOMHUTh 00 3ToM KimeHTa, 4TOOBI OH MOT' IIPUHSTH
00OCHOBaHHOE pELIEHHE O TOM, COIJaceH OH MJIM HEeT
MTOJIEJTUTHCS CBOCH MHPOPMALIUEH ¢ TAKOH CTOPOHOIA.

4. COOKIE-®ANJIBI

4.1. Cookie-¢aiitn — 3To HeOONBIIONH TEKCTOBBIH (aiin,
KOTOPBII COXpaHSeTCs Ha KOMIIBIOTEPE II0JIb30BATENS C
nenslo BeneHus ydera. Ha cBoem caiite(-ax) Kommanus
ucrons3yeT cookie-gaitnel.  Kommanusi He  CBSI3BIBaeT
XpaHuMyio B cookie-haiimax wHpOpPMAINIO C KaKOH-THOO
JMYHOM MH(pOpMaIel, KOTOPYIO NepefatoT KineHTsl. Cait
Kommnannm ucrons3yeT ceaHCOBbIE MAECHTU(GHIUPYIONINE U
MIOCTOSIHHBIE cookie-aitbl. CeaHCOBBIH
UACHTHUINPYOITHH cookie-daiin ocTaercs
JEUCTBUTENBHBIM TIOCTIE 3aKpbITUs Opaysepa. [locTosHHBIN
cookie-¢aiin coxpaHsercss Ha J>KECTKOM JIUCKE B TEUEHHE
MPOJIOJKUTENLHOTO BpeMeHu. Criemyst yka3aHusIM B (haiiie
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Company to track and identify the location and the interests
of users visiting the Company’s site (s) and improve the
quality of their services.

4.2. Several partners of the Company use cookies on the site
(s) of the Company; the Company does not have access to
such cookies, and does not control them.

5. SAFETY AND PROTECTION OF THE CLIENT’S
PERSONAL INFORMATION

5.1. The personal information that the Client provides when
registering as a user of the site(s) or the services is classified
as Registered information. Registered information is
protected in many ways. The Client can access the
Registered information by means of the password selected
by the Client during the registration. This password is
encrypted and known only to the Client. The Client should
not share the password with anyone. The Registered
information is safely stored on secure servers accessible
only to authorized personnel via a password. Besides, in
order to secure the personal information, the Company may
use SSL-certificate.

5.2. The personal information provided to the Company
which does not qualify as Registered information, also
resides on secure servers and is also accessible only to
authorized personnel via password. The Client has no
access to this information; therefore, the Client will not
receive the password allowing to modify it.

6. CREDIT/DEBIT CARD DATA SAFETY

6.1. The Client’s received confidential data is processed in
processing center. The Client’s credit/debit card details are
not stored in the payment system after the moment of
transaction made via the card.

7. CHANGES IN THE PERSONAL INFORMATION

7.1. In case of any changes in the personal information the
Client should inform the Company using the contacts on the
website.
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CnpaBka cBoero MurepHer-Opaysepa, KmmeHT Moxer
yIAIUTh TOCTOsSIHHBIE cookie-daiinpl. Caiit  Kommanun
UCIIONB3YeT MOCTOSHHBIN cookie-aiin i craTucTH4ecKux
uenei. Mcrnonp3oBaHue NOCTOSIHHBIX cookie-(aiyioB Takxke
naer KoMmaHuu BO3MOXKHOCTH OTCJIEKHMBaTh M HamedaThb
pactoyioKeHHe M MHTEPEeCHl MOJIb30BaTeNeil, 3aX0aiIuX Ha
cat(-pI), a  TOBHIIATh  KAa4eCTBO  OOCITy>KHBAHUA
npeyIaraeMbIX yCIyT.

4.2. Hexotopsle maptHepsl KoMmannu ucmomns3yroT cookie-
¢aiinpl Ha caiite(-ax) Kommanwn; Kommnanmst He wnmeer
JOCTyIa K TakuM cookie-(aiinam 1 He KOHTPOJIUPYET UX.

5. BE3OITACHOCTbD U 3AIUTA INIEPCOHAJIBHBIX
JAHHBIX KJIMEHTA

5.1. JInunble paHHble, KoTOpble KiMeHT mpenocraBiseT B
TIpoIiecce PErUCTPAIH B Ka4eCTBE MOJIB30BATEN caifta(-oB)
WIH YCIIyT UMEET KaTeroputo «PerucrparuoHHble TaHHBICY.

PCI‘I/ICTpaHI/IOHHHe JaHHBIC 3alIUIIar0TCA MHOI'MMHA
crocobamu. KinmeHT MoKer MNOJYy4YUTh HAOCTYIl K CBOUM
PeFI/ICTpaHI/IOHHLIM JaHHbIM TOJIBKO npu IIOMOIIHN

yka3zaHHoro KimeHToM maposist Bo BpeMs perucTpanuu. 10T
mapoJib 3amudpoBaH ¥ u3BecTeH Toybko Knmenty. KnueHt
HE JIOJDKEH  HHKOMY  cooOmarh  CBOH  Mapodb.
PeructpanimoHHble  NaHHBIE  HAJAEKHO  XpaHATCS  Ha
3aIIMIICHHBIX CepBepax, JOCTYN K KOTOPHIM IO TapoJio
HAMEIOT TOJIFKO YIIOTHOMOYEHHEIE cOTpYIHHUKH. Kpome Toro,
U1 obecniedeHNsT 0E30IMaCHOCTH TepeAadr IMepCOHATBHBIX
maHHbIX Kimmenra, Kommanus MoskeT HCIoyb30oBaTh SSL-
CepTU(HKAT.

5.2. TlpenocraBnsiemble KommnaHueidl nWYHBIE TaHHBIE,
KOTOpBIE HE SABISIOTCS PerncTpaimoHHBIMU TAHHBIMH, TAKKE
HaXOJATCS Ha 3allMIICHHBIX CepBepax, U K HUM HMEIOT
3aIIUIICHHBIN napojem JIOCTYIl ~ TaKkKe  TOJIBKO
YIOJHOMOYEHHbIE COTPYIHUKH. KIIMEeHT He UMeeT JOCTyN K
TaKUM JIaHHBIM, TIOATOMY HE MOJIyYUT Mapojb JJi BHECEHHUS
B HUX WU3MEHEHUH.

6. BE3OIIACHOCTH JAHHBIX BAHKOBCKOWM
KAPTBI

6.1. O6paboTKa MOTyYeHHBIX KOH(PHUICHIINAIBHBIX JaHHBIX
Knuenta mnpowsBOguTCS B NPOLIECCHHIOBOM  IIEHTpE.
IIpenocraBnennsie KinreHTOM 1aHHBIE 6aHKOBCKOW KapTHI HE
XpaHSATCd B IUIATEXKHOW CHCTEME TIIOClieé  MOMEHTa
OCYIIECTBIICHUS OTIEPAIIUU C TIOMOIIBIO JAHHONH OAHKOBCKOM
KapTEhL.

7. ABMEHEHUE IIECOHAJIBHBIX TAHHBIX
7.1. B cnyyae u3aMeHeHUI NepCOHANbHBIX NaHHbIX, KineHt

JIobKeH coobmmte 00 »toM Kommanwmu, ucmone3ys
KOHTAaKThl, YKa3aHHbIE Ha caiite KoMmanuu.
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8. CONTENT OF EXTERNAL SITES

8.1. The Company’s website may include links to external
websites that the Company does not have influence over,
thus the Company is not responsible for their content. It is
the provider of the website or of the information who is
responsible for the external sites content.

9. LEGAL DISCLAIMER

9. 1. The Company reserves the right to disclose your
personally identifiable information as required by rules and
regulations, and when the Company considers that
disclosure is necessary to protect our rights and/or to
comply with a judicial proceeding, court order, or legal
process served.

9.2. The Company will not be liable for any misuse or loss
of personal information resulting from the use of cookies on
the Company’s website(s) that the Company does not have
access to or control over.

9.3. The Company shall not be liable for unlawful or
unauthorized use of your personal information due to
misuse or misplacement of your passwords, negligence or
malicious actions.

10. INTRODUCING CHANGES TO THE PRIVACY
POLICY

10.1. When the Company decides to make changes to the
Privacy Policy, the Company will introduce such changes
in this privacy statement, on the website and other places
where the Company deems appropriate, so that the Client is
aware of what information the Company collects, how the
Company uses it and under what circumstances, if any,
discloses it. The Company reserves the right to modify this
Privacy Policy at any time, so please re-read it regularly. In
the event of substantial changes to this policy, the Company
will notify the Client by email or on the website. If the
Client continues to use the website services or visits it, they
agree automatically with changes introduced to the Policy.
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8. COJIEP2KAHUE BHEIIIHUX CAHTOB

8.1. Caiit Komnanuu MoxeT cosiepkaTh CChUIKH Ha BHELTHHUE
caiiTbl, Ha KOTOpble KoMmaHus He MMeeT HUKAaKoro BIUSHMS,
mostoMy Kommanust He OepeT Ha ce0s1 OTBETCTBEHHOCTD 33 HX
cofiepkaHME. 3a COAEPKAaHMWE OSTHX BHEIIHUX CaHTOB
OTBETCTBEHHOCTh HECET COOTBETCTBYIOIIMI ITOCTaBIIUK
caifTa MM KOHKPETHOW WHPOPMAILIHH.

9. 3ASABJIEHUE
OTBETCTBEHHOCTHU

Ob OI'PAHUYEHUU

9.1. Komnanus ocrasisieT 3a co00i MpaBo packpbiBaTh Bamry
JMYHYI0 MH(OPMALMIO, €CIIM 3TO TpeOyeTcsl 10 3aKOHYy U
HOPMAaTHBHBIM aKTaM, a TAKXKe B CIy4asiX, KOIa, 10 MHEHHIO
Komnanuu, Takoe pasriianieHue SBIseTcs HeOOX0JUMbIM IS
3alIUTHl HAIIUX TMpaB W/WIN COONIOACHUS CyAeOHOI
NpOLENYpPHl, BBIIOJHEHHS PACHOPSDKCHUS CyZla WM
BPYUYECHHOTr'0 Cy1eGHOrO IprKasa.

9.2. KommaHus He HeceT OTBETCTBEHHOCTb 32 HEHAJIeKaIlee
UCIIONIb30BaHHE WIIM YTEeplo JIMYHOM HHGpOpPMAaIHH, YTO
SIBUWJIOCH  CJIEJCTBUEM UCIOJB30BaHUS Ha  caifre(-ax)
Kommnanuu cookie-gaiinos, k kotopsiM Komnanus He nmeer
JOCTYII ¥ KOTOPBIMH HE yIPaBJIsieT.

9.3. KoMmmaHus He HECET OTBETCTBEHHOCTH 3a HE3aKOHHOE
WM HECAHKI[HOHUPOBAHHOE UCIIOJIb30BaHUE Balmx THIHBIX
IAHHBIX BCJIEICTBHE HEHAJIEXKAIIET0 HCIOJB30BAHUSA WU
pasmenieHus  Bammx — maponeif,  JOMYHIEHHBIX IO
HEOPEKHOCTH WIIH YMBIIUICHHO.

10. BHECEHUE M3MEHEHHUI B JAHHVYIO
MHOJINTUKY KOHONJAEHIINAJBHOCTH

10.1. Ecmm Komnanus pemmr BHECTHM HW3MEHCHHS B
[omutuky KoHOUAeHIMaTbHOCTH, KoMmaHus mnpeacTaBUT
Takue  W3MEHEHHs B  JAHHOM  TIOJIOKEHHH O
KOH()MACHIIMAIFHOCTH, Ha CTpPaHHUIE, a TaKkKe B JPYTHX
MecTax, B KOTOPHIX IIOCYMTAET HEOOXOANMBIM, C TEM, YTOOBI
Knuenr 3nam, kakyto nadpopmannio Komnanus codbupaer, kak
€€ WCIOJIB3YET M MPU KaKUX OOCTOSTENBCTBAX, €CIIM TaKHe
€cTh, ee packpbiBaeT. KoMmanus ocraBisier 3a coboii mpaBo
B o0oe BpeMs M3MEHHUTb JaHHOE [OJOXEHHE O
KOH(QUIEHIINAILHOCTH, TO3TOMY IPOCHT PETYJSPHO €ro
HepednThiBaTh. B cioydae BHECEHHMA CYIIECTBEHHBIX
U3MEHEHHH B JAaHHYIO MOJUTHKY, KOMIaHUS ONOBECTUT
Knuenta mo SJeKTpOHHOM TMOdYTe WIM Ha JOMAIIHEeH
crpanune. Ecmu KiueHT 1npomomkaeT  Mosib30BaThCA
yCIyraMM caiWTa WM TOCEIIaTh €ro, OH aBTOMAaTHYECKH
corJalaeTcs ¢ u3MeHeHus MU JaHHo! [Tomutuku.
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